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Abstract: A black-box transferable adversarial attack method based on GAN for lung disease di-
agnosis models was proposed to address the low success rate of attacks in black-box scenarios and
low generation quality of existing adversarial attack methods. The method was built based on
pulmonary medical images, with the residual neural network as the basic skeleton. In the genera-
tor, residual blocks based on dilated convolution and pyramidal segmentation attention mecha-
nism were designed to improve the multi-scale feature representation capability of the network at
finer granularity; discriminators with auxiliary classifiers were set up to correctly classify the

samples, and the attackers were added to the discriminators for adversarial training to enhance
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the adversarial sample attack capability and stabilize the training of GAN. The data-free black-
box adversarial attack framework was also used to train alternative models to achieve transferable
adversarial attack and obtain a more effective and higher black-box attack success rate. The meth-
od achieved adversarial success rates of 68.95% and 79. 34% for targeted attacks and untargeted
attacks respectively. Compared with other GAN-based attack methods in black-box scenarios, it
presents a higher transferability attack success rate and the generated adversarial samples are
closer to the real samples, solving the problem that traditional GAN-based attack methods cannot
capture the detailed features of lung images and thus cannot obtain better adversarial perform-
ance. This method provides a reference for improving the security and robustness of lung disease
diagnosis models in practical application scenarios.

Keywords: lung disease diagnosis model; black-box adversarial attack; generative adversarial

network; transferability
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Fig. 1 The network architecture diagram of GAN
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Fig. 2 The flow chart of adversarial attack
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Fig. 3 Data-free black box adversarial attack framework
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Table 3 Success rate of adversarial attacks on common

lung diseases using the BA-GAN method
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Table 4 Transferability of adversarial samples

‘ A %
o ik - =
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AdvGAN 15.71 20. 65
AdvGAN+ + 19. 34 25.79
Natural-GAN 20. 56 27.08

Rob-GAN 21.09 29. 30

BA-GAN 23.40 32.52
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Table 5 Results of ablation experiment
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BA-GAN 68.95 13.75 79.34 10.75
DR 65.91 15.57 74.17 12.48
PSA 64.43 17.12 72.34 14.37
AC 67.20 14.59 76.59 11. 39
ATT 67.73 14. 86 77.83 12.02
DR+ PSA 61.19 18.67 69. 96 16. 64
DR-+PSA+AC 59. 65 19.45 68. 58 17.38
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